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INTRODUCTION

Fast growth otligital communication
Electronicdata exchange
we communicate witkhe world
without protection.
Exchange millions of ouprivate
Information
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Usingcomputersacross the
cyberspace.
Ourdigital footprintis In cyber space
Whatever we communicate IS
unprotected
Open tocyber criminaldor
manipulation.
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Therefore, iInformatiomsecurityis
becomingone of thenot topics
around the world.

The need fomodern cryptography
to providetechnigueandkeysto
protect our information
IS hecessary.
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The concept oEncryptionand
Decryptionis highly importantin
communicating highlgensitive

iInformation.
We need t@wonvertour information
Into unreadabldéorm.

Our data can be protected and

reaches itslestination
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- Review Of Cryptography

encryption decryption

ciphertext
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Cryptographyis anancient art
It Is first started in 1900 B.C.
It started fromEgyptwhen an
Egyptian Scribaised norstandard
data In his inscription instead of
usinghieroglyphs.
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Somescholarsaargue that
cryptography iIs as old as the
Invention of writing

While others indicate that, it Is as

old as when firsinilitary
commanders

plannedwar strategies.
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It Is also as old asiplomatic

communications
when they attemptei codethelr
communications.
TheMost recenusage of cryptography
began when people startegjital
communicatiorusing computers and
technology.
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Thereforethe needor protecting
personal informatiomas so great.
Expertsstarteao converthe plain
text intounreadableodes
Using mathematical
concepts
andAlgorithm.
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| WHAT IS
CRYPTOGRAPHY?
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Cryptographyto protectinformation
Cryptography isin artistic
transformatiorof data
Into anunreadable format

Only theintended
recipient
understan@nd use It.
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Cryptography:
theart and sciencef hiding important
andsecreinformation from being
Infringed by unauthorizegerson.
Cryptography dictates that
It IS aboutprotecting and safeguarding
Information
from cybercriminals
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Cryptography:
Enablegpeople tocommunicatever
Internet

Transfercrucial andconfidential
iInformation.
To do onlineshoppingand evade being
victimized by passwordniffers
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Cryptography:

uses the lateseéthnological

advancemenn computer science.

Cryptographyhelps userand

Institutions tocipheranddeciphertthelr
hidden messages.
So That It can be
transmittedsafely.
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Cryptography:
EncryptionandDecryptionkeys.
Theprocesof codingand
transformation of plain text

Into unreadabldéormat
Is calledEncryption.
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Theproces®of decoding and
converting theinreadabld¢ext to
readablanformation using a special
digital key Is calledecryption.
To protect oumnformation email
creditcards and
personablata.
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HOW DOES CRYPTOGRAPHY
WORK?
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Cryptography has two important
techniques.

1. Symmetrical Cryptography:
2. Asymmetrical Cryptography
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1. Symmetrical Cryptography

It uses thesame digital keyor
encryptionas well aglecryption.
calledsecretkey, personal keyprivate
key orshared key
Symmetrical cryptography isvaeak
technigue
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2. Asymmetrical Cryptography:

This cryptography method usesferent
digital keysfor encryptionand
decryptionof information.
usesa pair of digital keysised by the
end user.
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Onedigital key Is dedicated for
encryptionwhile another is assigned
for decryption.
These digital keys are callediblicand
privatekeys.
Both keys ardlifferent
from each other.
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Asymmetricalcryptography is
reasonably safend secure.
usage of aandom digital keyassigned
by the public key keeper.
It Is also callegair digital key
that must be used tncryptand
decryptthe information.
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BASIC PRINCIPLES OF
CRYPTOGRAPHY
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Encryption:
Message or information must be
encrypted

Must beunreadable

The privacy of individuals Is protected

Therecipientof information must
decrypt
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Authentication:
To identifyingthe originof the
iInformation.
Authentication is only possible
by providingspecial keyexchange.
This key Is performed In terms of
an action
The sender must exhibit foove
identity.
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Integrity:
Theintegrity of data byproviding codes
anddigital keys
What we are receiving enuine.
It Is from theintended person.
Therefore, iInformation communicatec
IS original andhever
beencompromised.
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Non Repudiation;

The sender of the informatiaannot
deny the fact.
He/shenever senthe information.
This principle usesdigital signatureso
Preventhe sender fromdenyingthe
origin of the data.
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TYPES OF
CRYPTOGRAPHY
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P ot key Cryptography:
This type of cryptography utilizes only
one covert digital keyl'he same digital
key Is used foencryptionand
decryption
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Public key Cryptography:

Public digital key utilizes pair of digital
keys.
Eachcommunicating party haspairof
keys.

One key Is secrathile another is
consideredabublic.

22222222 Cryptography



~ Thepublic key is sharedmong them.

The public key Is usetb encrypt.
Once the recipient gets the encryptec
iInformation. Usesecret key to decrypt
the information.
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Hash Functions:
This type of cryptographgioes not
require any digital keyThis type only
utilizesa fixed length hash value
encrypted Into
the plain text.
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